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Vision of end-to-end 

security.
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Identities are the core of 

today's infrastructure. 

How can we manage 

them efficiently?

Planning the Journey

How can you start your 

journey? Which key 

steps need to be taken?

Operate your XDR 

Implementing products 

is simple, but what 

processes are required?

Is AI the solution?

Combat Phishing Attacks

Phishing attacks are the 

#1 attacks and require 

defense-in-depth 

concept including 

people.
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Overview



What does 

end to end
security mean?



Zero Trust Architecture

Security Strategy and Program

Security Posture Management

End to End Security
Enable business mission and increasing security assurances with intentional approach

IDENTIFY PROTECT DETECT RESPOND RECOVER

GOVERN

‘Left of Bang’
Prevent or lessen impact of attacks

‘Right of Bang’
Rapidly and effectively manage attacks

Infrastructure & Development Security

IoT and OT Security

Modern Security Operations (SecOps/SOC) 

Data Security & Governance

Secure Identities and Access



Infrastructure & 

Development Security

IoT and OT 

Security

Modern Security 

Operations (SecOps/SOC) 

Data Security & 

Governance

Zero Trust Architecture

Security Strategy and Program

Security Modernization with Zero Trust Principles 

Secure Identities 

and Access

Secure Identities 

and Access

Modern Security 

Operations (SecOps/SOC) 

Business Enablement
Align security to the organization’s 

mission, priorities, risks, and processes.

Assume Breach (Assume Compromise)
Assume attackers can and will successfully attack anything (identity, network, device, 

app, infrastructure, etc.) and plan accordingly

Verify Explicitly
Protect assets against attacker control by explicitly validating that all trust and security 

decisions use all relevant available information and telemetry.

Use least-privilege access
Limit access of a potentially compromised asset, typically with just-in-time and just-

enough-access (JIT/JEA) and risk-based polices like adaptive access control.



Infrastructure & 

Development Security

IoT and OT 

Security

Modern Security 

Operations (SecOps/SOC) 

Data Security & 

Governance

Zero Trust Architecture

Security Strategy and Program

Product Families Enable Modernization Initiatives

Secure Identities 

and Access

Sentinel

Entra

Intune Priva

Defender Purview

Azure

Security Copilot (Preview)



Planning the Journey



Planning the Journey - Security Maturity

Technology Trust

• purely technical approach

• too many tools

• too much complexity

• missing skills & processes

Basic Security

• I don’t care!

• no direct added 

value apparent

• has never been 

affected by a 

security issue before

Intelligent Security

• Security Baselines

• Update, Update…

• Enterprise Access 

Model Basics

• Extended Detection 

and Response

• Zero Trust

• Vulnerability 

Management

• Incident Response

• …
1

2
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Planning the Journey - Start with a Map
Post BreachData  Access Identity Device / Infra  

MS Security Baseline (Windows & Office)

MD for Office

Conditional Access & MFA

Network Zoning / Firewall

Managed User Lifecycle

Password-Less

Entra ID Protection

Application Control

OS and Core App Update

MP Information Protection

Manage SaaS Apps

Backup
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Firmware/Driver Mgmt

802.1X & IPSec Enterprise Access Model

Vulnerability Management

Microsoft Sentinel / SIEM

Generic & Security Operations (Asset Management / Incident Response Planning / Terms of Use / Policies /…)

Endpoint Management Tool

Remote Access MD for Identity

MP Endpoint DLP

MD for Cloud AppsMD for Endpoint

MD for CloudAD Tiering

Managed XDR

MD for IOT



Planning the Journey - Start with a Map

 Evaluation of Xplain Cyber Incident Audit Report by BACS(NCSC) 

Post BreachData  Access Identity Device / Infra  

MS Security Baseline (Windows & Office)

MD for Office

Conditional Access & MFA

Network Zoning / Firewall

Managed User Lifecycle

Password-Less

Entra ID Protection

Application Control

OS and Core App Update

MP Information Protection

Manage SaaS Apps

Backup
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Firmware/Driver Mgmt

802.1X & IPSec Enterprise Access Model

Vulnerability Management

Microsoft Sentinel / SIEM

Generic & Security Operations (Asset Management / Incident Response Planning / Terms of Use / Policies /…)

Endpoint Management Tool

Remote Access MD for Identity

MP Endpoint DLP

MD for Cloud AppsMD for Endpoint

MD for CloudAD Tiering

Managed XDR

MD for IOT



Planning the Journey - Start with a Map

 Microsoft Digital Defense Report: protections to mitigate 99% of 

ransomware attacks
Post BreachData  Access Identity Device / Infra  

MS Security Baseline (Windows & Office)

MD for Office

Conditional Access & MFA

Network Zoning / Firewall

Managed User Lifecycle

Password-Less

Entra ID Protection

Application Control

OS and Core App Update

MP Information Protection

Manage SaaS Apps

Backup
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Firmware/Driver Mgmt

802.1X & IPSec Enterprise Access Model

Vulnerability Management

Microsoft Sentinel / SIEM

Generic & Security Operations (Asset Management / Incident Response Planning / Terms of Use / Policies /…)

Endpoint Management Tool

Remote Access MD for Identity

MP Endpoint DLP

MD for Cloud AppsMD for Endpoint

MD for CloudAD Tiering

Managed XDR

MD for IOT



Smart Identity Lifecycle



Smart Identity Lifecycle
Provisioning

• Create person in HR system

• Leverage Provisioning API to automatically create 

AD/EID(AAD) Users

• SCIM Provisioning to Cloud Apps

• Entra ID Connect Sync

Authentication
• Use Entra ID Lifecycle Processes with 

Temporary Access Pass and password-less 

methods

• Conditional Access with risk-based 

approaches

Authorization
• Time-based group Assignment by 

Lifecycle Workflows

• Dynamic groups based on User 

Properties for initial permission set

• Entitlement Management Auto 

Assignment Policies

• Access Reviews

Self-service
• Entitlement Management Access 

Package

• Password Reset

De-provisioning
• HR based deprovisioning with Lifecycles

• Access Reviews



Smart Identity Lifecycle - Provisioning



Smart Identity Lifecycle - Joiner/Mover/Leaver

On start date Login with temporary 
access pass

Employee’s day 1 and 
Manager shares the 
temporary access pass.

Joiner · WELCOME

Send reminder 
email to manager

Launch custom 
Logic Apps workflow

On start date Send welcome 
email to new hire

Add user to Teams 
channel

Send email to hiring 
manager with TAP

Group assignments

Generate Temporary 
Access Pass (TAP)

Create user account 
(status=disabled)

Enable user account

For pre-hire, “X” days 
before employee’s 
start date,

Joiner · PRE-HIRE

On the employee’s
start date, perform
the following tasks.

Joiner · HIRE

Welcome messages 
in Teams channel

“Best onboarding 
experience ever!”

Entra ID
lifecyclemanagement

Enterprise 

SaaS apps

‘X
’
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1 Receive welcome 
email

Any HR data source



Smart Identity Lifecycle is possible with Microsoft Entra ID

Provisioning
• Create person in HR system

• Leverage Provisioning API to automatically create 

AD/EID(AAD) Users

• SCIM Provisioning to Cloud Apps

• Entra ID Connect Sync

Authentication
• Use Entra ID Lifecycle Processes with 

Temporary Access Pass and password-less 

methods

• Conditional Access with risk-based 

approaches

Authorization
• Time-based group Assignment by 

Lifecycle Workflows

• Dynamic groups based on User 

Properties for initial permission set

• Entitlement Management Auto 

Assignment Policies

• Access Reviews

Self-service
• Entitlement Management Access 

Package

• Password Reset

De-provisioning
• HR based deprovisioning with Lifecycles

• Access Reviews



Combatting Phishing



Combat Phishing Attacks

Phishing Resistant 

Authentication
FIDO - Passkeys, Token and Windows Hello

Awareness
Training & Tests

SANS IT Admin

Protection
Microsoft Defender for Office (Mail & Teams)

Windows 11 - Enhanced Phishing Protection



What do we mean 

by phishing-
resistant
authentication?

Authentication that 

relieves the user of 

responsibility.



aka.ms/phishingresistantexplained



Demo

You will see:

1. Successful sign-in with a phishing-resistant authenticator

2. Phishing a sign-in with Authenticator app push-notification

3. Trying to phish a sign-in with phishing-resistant authenticator



passkey
pass·​key | \ ˈpas-ˌkē \

A replacement for passwords that is a more secure, easier, and a faster method 

to sign in to websites and applications

A phishing resistant, WebAuthn credential, that is usable across all your devices

A consumer-friendly and enterprise grade solution that can be synced to allow 

secure passwordless sign-in across a device ecosystem, or be device-bound for 

access on a single machine

Coming soon 

to a Microsoft 

Authenticator 

app near you!



Phishing Training



Combat Phishing Attacks - Real Example with MDO 

 Impact of Awareness Campaigns

Remarks

• Reported messages almost doubled

• Clicked Links and Entered Credentials by 

> 50%

11.43%

4.18%
2.92%

23%

19.00%

1.82%
0.79%

23%

0.00%

5.00%

10.00%

15.00%

20.00%

25.00%

Reported Message Clicked Link Entered Credentials Predicted

Compromise Rate

Q1 Q4



Demo Attack Simulation - Training Only

You will see:

1. Flexible Assignment

2. Available Training Content 



Operating your XDR Solution



Building a Security Operations Team

 Multiple roles required
 Security Analyst

 Security Engineer

 Threat Intel Analyst

 Detection Engineer

 Incident Responder

 Security Automation Engineers

 …

 Security DNA

 Security Analyst’s main tasks
 Alert Monitoring

 Incident Analysis

 Incident Response

 Root Cause Analysis

 Security Recommendation

 Learning and Exercises



38

Event Detection Response Lessons Learned & Next Steps

What happened exactly? What has triggered 

the incident?

What response actions were taken? • How can we improve for the future?

• Which tasks are still open?

Incident summary report
# 000000 (Multi-stage incident involving Execution & Discovery on one endpoint)

1 Download malicious ZIP file 

from website / Link in Mail

Malicious script 

downloaded from 

breached Wordpress site

2

3

Script triggered discovery 

actions, scheduled task 

creation and file scanning 

in user OneDrive directory

Impact Analysis

• 1 user involved, no other 

users/hosts impacted

• Malicious script read 

and eventually 

exfiltrated data from 

user OneDrive location

Updated AV patterns to 

identify malware 

binaries

4
User was blocked, sessions 

revoked and user 

password reset

Compromised host was 

isolated

Scanning

Malware

download

Malicious code

Scheduled 

task

Detection of malicious 

script execution 

downloaded 

from/communicating 

with WordPress

(Joomla, ...) websites)



Operate your XDR with baseVISION MXDR Premium
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Security &  

Network

Microsoft Defender (XDR)

Microsoft Defender for Cloud  Microsoft 365 Defender 

Infrastrucure 

& Apps
PaaS

Identity & 

Access 

Management

Endpoint & 

Mobile

Modern & 

Saas 

Applications

InformationOT & IoT

Microsoft Sentinel 
ML, AI & UEBA

Security Orchestration, Automation and 

Remediation (SOAR)
Case Management

Broad Entreprise 

View

Microsoft Threat 

Intelligence 

Customer SPOC

Microsoft Threat Experts

Incident Response & Recovery

Our SOC manages the incoming 
Security Incidents up to 99%



Key 

Takeaways

Focus proportionately on left-of-bang and right-of-

bang

Start with getting basic security hygiene right and 

innovate continuously

Modernize your identity lifecycle – identities are your 

crown jewels

11

22

33

Enable MFA – embrace phishing-resistant methods

Operating an XDR is more than reacting to alerts

44

55



Q&A

Overview

Vision of end-to-end 

security.

Smart Identity Lifecycle

Identities are the core of 

today's infrastructure. 

How can we manage 

them efficiently?

Planning the Journey

How can you start your 

journey? Which key 

steps need to be taken?

Operate your XDR 

Implementing products 

is simple, but what 

processes are required?

Is AI the solution?

Combat Phishing Attacks

Phishing attacks are the 

#1 attacks and require 

defense-in-depth 

concept including 

people.

Q&A

Summary and time 

for questions
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